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Differences for x86 vs x64

e No GDT / selectors (cs and ds only)

e 64-registers, address is 48-bits, bye
bye selectors

e Still have 4k paging

e CRO bit 10h trick still valid (?)

e No task switching (TSS), but Task
Priority Level (CR8)

e The calling conventions

In one hand, that’s odd, but has benefits, like,
selectors are useless with large address registers




Code Signing

¢ |n 64-bit, all drivers need to be
signed

e PnP has a mandatory catalog
(.cat) companion, which is also
signed

e Non-PnP or boot drivers,
embedded signature is enough

e Have you bought your ticket to
the Ring-07?




The Techniques Repertoire

e Hook’n’Roll (Jump Around)

¢ Page Re-referencing

e Rewriting the Service Table

e |AT for ntdll

e Function Rewind Exception Hijack

This is some of the
techniques to work with
when dealing in Ring0

N




KeServiceTable

#1 choice of 32-bitters

X64 uses a different approach

Offset to the service is 32-bit

Base address is the table

0x10 aligned, last 4 bits used to
stack alignment

Fle Edit

View

Debug Window Help

B =l A= H

kd> dd nt!KeServiceDescri
fff££800°
fffff“ﬂﬂ‘
"01a72960
0°01a72970
‘01a72980
"01a72990
"01a729a0
‘Dla“99b0

01a72940
01a72950

"018a6000
"018a6010
"018a6020

0" 018a6030

"018a6040

00" 018a6050
fffffa00°
fEf££800°

D18a6060
018a6070

018a6000
00000187
00000000
00000000
00000001
00000000
01a729a0
gooooooon

03937200
026a7706
022c7480
026a7500
02384982
DZlf 8cl?2
_ ._Il ﬂ t:dUS
02462dcl

ptorTable

ff£££500
oooooooo
00000000
0ooooo00o0
00000000
ooooo000
fff££500
oooooooo

025£5900
02684805

0229bb40
0238e7cl
03655a00
027”Db07
02862280
025fd4acO

00000000
018abc3c

00000000
00000000
00000000

00060007
01a?729%al
02000000

f££95600
0236ff01
02259800
02275701
023fe600
021ec8cl
0244bcc3
021cblil




= KssCloneSsdt, for.else ;Jj P else

// we align it so the process will be happy -- so is Win

KeServiceTable L o e e b

[
. . . [
e The trick Is to rebase the entire
// get original service table base address

table = (PTR_INTEGER)

// yours code start offset will point right after the servicel
e = ALIGN_UP( (PTR_INTEGER)
e JMP [0] will jump to the next
// nouw we will fix every single service

“Instruction” as it were the Tl
address (in 64-bits) {

PTR_INTEGER

e Will show you how it's done! s ;

/* this is the trick system service table offset:
as an ULONG (32 bits)

first 4 bits will get us how much of the stack should

R . remaining 28 bits will get us service table address of
Next Slide is the video

// get original service function address
// checking if this value is not negative




KeServiceTable - In Action




Hook’n’Roall

e Copy overwritten bytes to a
temp buff

e Make code to jump to
somewhere

e QOriginal call back is the temp
buff

e And a jump back to original
code

e \/olla

|
3

retu

1Nt

unsi

i1t

(& 2 |

return 8;

PR 1=

gned char

== MAX_HOOK_GATES ) return NULL;

// test if our transient pool size isn't too bi

¥ o

if (!Ass

{

return NULL;

> MAX_TRANSIENT INSTRUCTION ¢




Page Referencing

e Figure out where in physical
memory it is

¢ You can remap the same
physical address

00000000 00000000 0OOODDD

e You can copy your content to
another physical memory

d> dd /p 3£704000

ol 00U
Jooosto0 O

e Reference a virtual address to 0000t — 000 52 0090 00 63 0 ;g;;g;;g;';
another physical page oonenco: 3470460 90 €5 00 60 1 ¢f 0 o1-o1

00 7 00-01
00 00 7b 00 00-03
00 00 7f 00 00-01

e That’s the PAGE fun!




fie Edit View Debug Window Help
= EINEVRE S TR R A SRR en e R o R e

Command

1oading U=ser Symbols

Exception Handler

Loading unloaded module list

DBGHELP :
DBGHELP :

f oun

e Calling Convention for x64
DEGHELP :
DBGHELP:
DBGHELP :
DBGHELPF :

Retiddxr

lppm.pdb — file not
Antelppn. pdb — misn
ymbols\sys

How to backtrace?
Args to Child

e Several general purpose regs

e The opposite happens: regs are
stored in local stack

ffff£800°
fff££800°
fff££800°

"0189=50d
fffffacl’
fffffab0’
fff££800°
fff££800°
ffff£800°

gooooooo®
0oo0o00oo0on" _
fnent nt!KildleLoop

kd >

01861416
0189%d4a
018158af

013bb7a2
013b5685
018a9b83
018a98a1
01la76860
fff££800
0ooooooo

fFEf££6800°
ooooo000°
oooooooo”
pooooooo®
fffffacl”
"03a66060

fffffadl

pooooooo”
fE£££800°
oooooooo”

pooooooo”

019bek80
0ooooooo
gooooooo
oooooono
013b5685

0ooooo01
019be680
oooooooon

oooooooo

fEf££6800°
fE£££800°
fEf££6800°
ff£££800°
fffffa80"
ff£££800°
fff££6800°
fE£££6800°
gooooooon”

02b50b40
02b50bc0
02bS0bcO
01832320
D3a66060
019<3b8S0
019bectl
Q0000000
Qoo0oooo

e

for:

Debugger function entry 00000000 01b3afel
| (££f£££800°018a9

(f£££££800°018a9880) nt | KildleLoop
Exact matches:
nt!Kildleloop

<no type information>

BeginAddress
EndAddress
IhwindInfoAddress

Unwind info at f£f£f££800°01998948, 6 bytes
version 1, flags 0, prolog 4. codes 1
frame reg 0, frame offs 0
00: offs 4, unwind op 2, op

info 4 UWOP_ALLOC_SMAI

Ikd> r



e Unwind Info holds:

e Stacked saved
parameters

¢ Internal stack changes
at code flow

Beginhddress

Endi

UnvindInfo

e Holds function

Exception Handler for
SEH

e Function information is

«f 1=00000202

Poldle

intelppa!Cl
intelppa!C

iInside PE’s Directory

Exception Handler




Using Exception - In Action




The PatchGuard




What is it?

e Protects the Operating System
vital structures

e “Code our way, or die in our
way too” - (failed to rhyme)

e Asserts that drivers use the
right API

e Gives the kernel team flexibility
to change internals w/o
supporting the vendors

e Maybe security?




Obfuscation++

e PoolTag randomly chosen
e Random “Fat” allocation space

e Random split the Fat before
and after real data

e Fat filled with garbage

e Uses Timer + DPC, using
random valid DPC dispatchers,
with invalid context data (which
will throw an exception)




Obfuscation++

e 2 PgContexts are injected into
the Kernel Memory

e One is close to the processor
context

e 3/13 chances to have custom
DPC dispatcher, to prevent
public PatchGuard deactivators

e PgContext is encrypted

e Checks performed inside trap
interruption




Obfuscation++

e Copy kernel vital functions like
KeBugCheckEX,
KeBugCheck2,
KiBugCheckDebugBreak, etc...

e About 20
debugger_is_attached checks,
leading to infinite loop with
interrupts disabled




PatchGuard - review

e uninformed.org has published
several papers on how to
deactivate

e Some proposed paths to block
is already patched by Microsoft
in latest builds.

¢ \Windows 7 follows the same
PG code from Vista, even
encryption constants are the
same

e X86 can run PatchGuard




Deactivating it

e All encryption are based on
RDTSC instruction, which can
be deactivated by CR4.2

e DPC for timers are encrypted,
but decryption is trivial

e Seek and destroy timers

[ x| 2e
; #

s 21wl

X & Struclures | X En Enums I X IZ}% Imports | X ‘13 Expoits

[rcx], rox
[rcx+8], rdx
[rcx+18h], rdx
[rcx+18h], rdx
[rcx+28n], rdx
[rcx+28h], rdx
[rcx+38h], rdx
, rdx
rdx
rdx
y rdx
s rdx
rdx

s Pdx
, rdx
rdx
s Pdx
rdx
rdx
rdx

, rdx
, rdx
rdx
C8h], rdx
edx
rax, rdx
rdx, rcx
ecx, [rdx+8C4h

ADDA40: INIT:PatchGuard_Decrypt_and_Run




Deactivating it

e You can change the IDT, but get
ready for behind the scenes
dirty job for exception handling

e Use the rewind info to
construct the call backtrace

e Find if this is a Dpc in the list of
PatchGuard borrowed
Dispatcher routines (9/13
chances).

e |f custom Dpc, figure the
structures, go, go & go!

— mE

U.l L"ﬂ -‘& ":'~

2 ®
%

structures I X En Enums I X El% Imports | X B Exports

*atchGuardInit:l_arg0_is_1

rax, [rsp+B8F48h+ -
[rbx+PageGuard. 270 DpcFunctionPtr], rcx

[rbx+PageGuard. 268 KPRCB Ptr], rax




Deactivating it

e Get ready to the cat and mouse
race! This obfuscation and
Patchguard techniques WILL
change, and eventually a
KeBugCheck issued
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The Two-Stages




Natural root kits

¢ You can hide files and folders

e Hide registry information

e Change process information

¢ Open network connections

A new TCP/IP stack can be
built, and raw packets sent
through ndis.sys

e A key logger still can be coded

onEents - X

Fitered by:

] (unfitered)

Framewor< \WMI Reference

Frameworx File Object Reference
Framewors Work-Item Object Reference
Framework String Object Reference

Framework Timer Object Reference
Frameworx Debugging Reference
+ Framework Co-installer Reference
+/ KMDF Samples
+ User-Mode Driver Framework
+ Device Installation
- Device and Driver Technologies
+ Audio
Battery
Bluetooth
Buses and Ports
Display (Adapters and Monitors)
Imaging (Camera, Scanner)
Infrared
Installable File System
4| Design Guide
- Reference
+ Cache Manager Routines
Executive Support Routines
File System Runtme Library Routines
FltXxx (Minifilter Driver) Routines
1/0 Manager Routines
Kemel Security Support Routines
Kernel Support Routines
Memory Manager Routines
Network Mini-Redirector Routines
Network Mini-Redirector Support Routines
Object Manacer Routines
Process Structure Routines
Runtime Lbrary Routines
Security Reference Monitor Routines
System Structures and Callbacks
ZwXxx Routines
IRP Functon Codes
- File System Control Codes
1/0 Cantrol Codes
[+ Minifilter User-Mode Appication Functions
+ IFS Samples
+/-Modem
+|- Multifunction Devices
+|-Network
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__out PULONG Buffer

I ps
0 STACK LOCATION

Dialing The Patcher .

NTCTATIIC f11es
' HIUS Status;

PAGED_CODE();

e |s this kernel PG-removable?

p = ObnlCreateSynchronousIrp( DeviceObject

f (irp == NULL)

e |f not, tcp connect to TP server. tatus = STATUS_INSUFFICIENT RESOURCES;

e Send me your kernel details recociante info

-> ciatedIrp. temBuffer = NULL;
-dUserBuffer = :
k = ToGetNextIrpStackLocation( i1

e |f no patching code available,

JLJESt leave o stack->MajorFunction = IRP_MJ_DIRECTORY CONTROL;
Sta ction = IRP_MN_QUERY_DIRECTORY;

ert
cph

e Will operate in stage-1
e Once patched, go to stage-2

make synchronous event
itializeEvent( &event, NotificationEvent, FALSE );




=“The BIOS is eternally the weakest spot.”

=“Can we load your ntoskrnl.exe?”

=“| noticed in your CR4 that VMXis not running.”

=“The user mode is yet the blue ocean for the Ring0.”

=“Do you want the real system safety? - get out of the virtual.”

= “2-Stage approach for the sustainable ownage!”

Gustavo Scotti,
Immunity, Inc.



